INTRODUCTION

A. The purpose of this policy is to protect the safety and privacy of persons and
property on campus by regulating and controlling the use of electronic (video
and audio) surveillance systems.

B. This policy does not apply to the use of video cameras used for non-security
purposes, including but not limited to, (i) recording of live lectures or
performances or for research or instructional purposes, (ii) viewing and/or
recording public images in public spaces for University purposes, including
video conferencing, marketing and recruitment, employee training, athletic
coaching, or public observation, such as construction sites, or (iii) security
cameras used, either overtly or covertly, on a short-term basis for legitimate law
enforcement purposes including, but not limited to, the gathering of evidence for
a criminal investigation. This policy also does not apply to the private use of
video and audio equipment by persons who are not acting pursuant to their
employment or agency relationship with the University, or under its direction and
control.

Il. POLICY OVERVIEW

A. Security cameras are utilized to enhance the health and safety of the campus
community and protect University property.

B. Copies of information obtained by security camera recording will be released
internally or to law enforcement personnel only as authorized by the Director of
Campus Safety and the Vice Chancellor of Legal Affairs/General Counsel.
Copies will not be released to any other party except pursuant to valid subpoena
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public areas for security purposes will be consistent with existing University
policies, including but not limited to Policy EOIX 3.10.010 - Discrimination and
Harassment, and applicable laws and regulations, including but not limited to
Family Educational Rights and Privacy Act (FERPA).

D. Images and related data collected by security cameras are the property of the
University, will be retained for a reasonable period of time, and will be destroyed
thereafter.

1. PROCESS OVERVIEW

A. Responsibilities

1. The Director of Campus Safety has the responsibility to authorize all
security camera operations for the safety and security purposes at the
University
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4. The security camera recording equipment will be configured so as to
prevent the tampering with or duplicating of information.

5. Security camera recordings will be stored for a period not to exceed 30
days then subsequently erased, unless retained as part of a criminal
investigation or court proceedings (civil or criminal), or as approved by the
Director of Campus Safety.

6. Video media will be stored in a secure location with access by authorized
personnel only.

7. Mobile or portable security camera equipment may be used in compliance
with this policy to ensure the safety and security of the University
community and its property.

C. Compliance

The Director of Campus Safety will ensure that records related to the use of
security cameras and recordings from security cameras are sufficient to
validate compliance with this policy.

V. DEFINITIONS

A. “Closed circuit television (CCTV)”: A generic term used to describe a variety
of video surveillance technologies. More specifically, CCTV refers to a system
in which one or more video cameras are connected in a closed-circuit loop, with
images produced being sent to central television monitors or recorded.

B. “Security camera” - a camera used for recording in public areas for the
purposes of enhancing public safety, monitoring restricted areas or equipment,
to discourage theft and other criminal activities, and for preventing,
investigating, and resolving incidents. The most common security cameras rely
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